Bexxnesa MoAnvcaro Ldposoit

nognucoto: Bexxnesa

MNPUHATO MpuHa WpwHa EereHbesHa YTBEPXKJIAIO

O6mmM coOpaHueM pabOTHUKOB E Nata: 2025.03.14 3aBeyIOMHit
reH H 19 an'

«03» mapra 2025r. Br€HbEBHA 11:12:09 +03'00 N.E. Bexnesa

npotokoi Ne 3 npuka3 ot «10» mapra 20251. Nel7-ox

¢ yuétom MHeHust CoBeTa poauTesnen
«03» mapra 2025r. nmporokos Ne 2

PEI'JTAMEHT

10 3aIyCKY U O0OHOBJICHUIO
AHTHBHUPYCHOI'0 NPOTPAMMHOI0 00ecnedeHus

I'ocypapcTBeHHOr0 0IOAKETHOIO JOUIKOJIBHOT0 00Pa30BaTeJIbHOIO
yUYpe:xKIeHus JeTCKuM cag NeS8 KOMOMHHUPOBAHHOIO BH/IA
HenTpanbHoro paiiona Canukr-IlerepOypra
(FBAOY nercknii cax NeS8 IlenTpaabHoro paiiona CII0)

Cankrt-IlerepOypr
2025



B kauecTBe MCTOUHHUKA yrpo3 WHPOPMAIMOHHON 0E30MaCHOCTH MOXKET BBICTYNATh YEJIOBEK OO
rpyIIa JIIOJeH, a TaKke HEKHe, HEe3aBUCAIINE OT JeSITeNbHOCTH YeJI0BeKa, posiBieHus. Vcxons u3 aToro,
BCE MCTOYHUKH YIPO3 MOXKHO Pa3fAeIUTh HA TP TPYIIIIbL:

1.  Yenoseueckuit ¢akrop. /laHHas rpymnma yrpo3 cBsfi3aHa C ACHCTBHAMH 4YEJOBEKAa, MMEIOIIETO
CaHKIIMOHMPOBAHHBIA WJIM HECAHKIIMOHUPOBAHHBIHN TOCTYI K HHPOPMALIUH.
YTpo3bI 3TO IPYNIIBI MOKHO Pa3AeiIuTh Ha:

. BHEIIIHWE, K HUM OTHOCATCSl JICMCTBUS KUOEP-TIPECTYIHUKOB, XaKepOB, MHTEPHET-MOIICHHUKOB,
HEZ00POCOBECTHBIX MAPTHEPOB, KPUMUHAIBHBIX CTPYKTYD;
. BHYTPEHHHE, K HHUM OTHOCATCS JEHUCTBUSA IIEpCOHAja KOMIIAHUHM, a TakkKe I0Jb30BaTelIen

JOMAIIHUX KOMITbIOTEpOB. JIeHCTBHS MAaHHBIX JIOACH MOTYT OBITh Kak YMBIIUICHHBIMH, TaK H
CIIy4YailHBIMHU.

2.  Texuuueckuil akrop. DTa rpynna yrpo3 cBsizaHa ¢ TEXHHYECKUMHU MpolsieMaMu — (pU3UYECKOe U
MOpaJIbHOE YCTapeBaHHE WCIIOJIb3YIOMIETOCs O0OpYAOBaHMs, HEKAuYeCTBEHHbIE NPOTPaMMHBIE |
anmaparHsle cpesicTBa 00padoTku nHpopmanuu. Bee 3T0 npUBOANT K 0TKa3zy 000pYAOBaHUS U 3a4aCTYIO
norepu nHGoOpMaIuu.

3. CruxuitHbiii dakrop. Ota rpynna yrpo3 BKJIHOYaeT B ceOs MPUPOAHBIE KAaTaKIW3Mbl, CTUXUIHbIE
OencTBus U poune Gpopc-MakopHbIE 00CTOSATEIHCTBA, HE3ABUCSIINE OT S TEILHOCTH JFO/ICH.

Bce Tpu ucrouHMKa yrpo3 HEOOXOJUMO 00s3aTeNbHO YYMTHIBaTh IPU Pa3pabdOTKE CUCTEMBI 3alUThI
MH(POPMAIIMOHHON 0€30MaCHOCTH.

PazButue COBpPEMEHHBIX KOMIBIOTEPHBIX TEXHOJIOTUH U CpPEACTB CBS3M JAae€T BO3MOXKHOCTh
3JI0YMBIIIJICHHUKAM UCIIOJIb30BaTh Pa3IMYHbIE HCTOYHUKH PACTIPOCTPAaHEHHS YTPO3.

HNurepHer

I'mobGanbHas cetb VHTEepHET yHUKajdbHA TEM, YTO HE SIBISETCS YbEH-TO COOCTBEHHOCTHIO U HE UMEET
TEPPUTOPHUATBHBIX TPAHUI. DTO BO MHOTOM CIIOCOOCTBYET Pa3BUTHIO MHOTOYHMCIICHHBIX BEO-pECYpCOB U
oOmeny uHpopmanuen. Ceifyac 110001 YETOBEK MOXKET MOJYYUTh JOCTYH K JAHHBIM, XPAaHSIIAMCS B
WNutepuere, wim co3nath CBOM COOCTBEHHBIN BeO-pecypc.

Opnako 3TH k€ OCOOEGHHOCTH TNOOATbHOW CETH MPEAOCTABISIIOT 3JIOYMBIIUICHHHKAM BO3MOKHOCTh
COBEpIICHHS MPECTYIUICHH B IHTEepHETE, TIPU ATOM 3aTPYAHSS MX OOHAPYKEHUE U HaKa3aHHE.
3MOYMBIIIJIEHHUKH Pa3MeIIaloT BHUPYCHI M JIpYTHe BpPEIOHOCHBIE MpOorpaMMbl Ha BeO-pecypcax,
"MackupyroT" HUX TOJ TMOJe3HOe W OecryiaTHOe MporpaMMHoe obecrnedenue. Kpome TOro, CKpHUIITHI,
ABTOMATHUYECKH 3aIyCKaeMble MPU OTKPBITUU BEO-CTPAHMIIBI, MOTYT BBITIONHSATH BPEJOHOCHBIE AEHCTBUS
Ha BallleM KOMIThIOTEpE, BKIIFOUAs N3MEHEHHE CHCTEMHOTO peecTpa, KPaKy JIMUHBIX JaHHBIX U YCTAHOBKY
BPEIOHOCHOTO IPOrPaMMHOTO 0OeCTIeUeHHUSI.

Hcnonp3yss ceTeBble TEXHOJOTWH, 3JOYMBIIUICHHUKHA pEaTU3yl0T aTakdl Ha YAaJCHHbIE YacTHBIC
KOMITBIOTEPHI M CepBepa KOMMaHUil. Pe3ynbTaToM Takux aTak MOXKET SIBIATHCS BBIBEIEHUE pecypca U3
CTpOSI, IOyYSHHE TIOJTHOTO JI0OCTYTa K Pecypcy, a, CIeI0BaTeIbHO, K HH(pOpMAIiK, XpaHsIIIeMCs Ha HEM,
MCIOJIb30BaHUE pecypca KaKk YacTH 30MOU-CETH.

B cBsi3M C TOSIBJIGHWEM KPEIUTHBIX KapT, DJIEKTPOHHBIX JIEHET M BO3MOXKHOCTBHIO HMX HCIOJB30BaHUS
yepe3 VIHTepHET (MHTEpHET-Mara3uHbl, ayKIMOHbI, IEPCOHALHBIE CTPAHUIBI 0AHKOB U T.J.) HHTEPHET-
MOIIICHHUYECTBO CTAJIO OJHUM U3 HanOoJIee paclpoOCTPAaHEHHBIX TPECTYTUICHHH.

HNurpaner

WHTpaHeT — 3T0 BHYTPEHHSS CETh, CIIELUaIbHO pa3paboTaHHas AJis yrnpaBieHHUs HHQOpMaleld BHYTpU
KOMITaHUU WJIM, HallpUMep, YaCTHOM JoMaiiHel cetu. IHTpaHeT sBiseTcs €AUHBIM MPOCTPAHCTBOM IS
XpaHeHus, 0OMeHa M J0CTymna K WH(OpMaluu 71 BceX KOMIbIoTepoB ceTu. [loaToMy, ecnu kakoil-nmbo
13 KOMIIBIOTEPOB CETU 3apa)K€H, OCTaJIbHbIe KOMITBIOTEPHI MO/IBEPralOTCsI OTPOMHOMY PUCKY 3apaKeHHsI.
Bo u3bexanne BOSHUKHOBEHHS TAKUX CUTYallMil HEOOXOIMMO 3aIIUIIATh HE TOJBKO MEPUMETpP CETH, HO U
KaXbli1 OTIEIbHBIA KOMITBIOTED.

DJICKTPOHHAsI TOYTA

Hanmume modTOBBIX NPWIIOKECHUH MPAKTHUECKH HA KaXKJIOM KOMITBIOTEpE, a TAKXKe TO, YTO BPEJOHOCHBIE
nporpamMmsal MMOJTHOCTBIO UCIOJIB3YIOT COACPIKUMOC SJICKTPOHHBIX aIPCCHBIX KHUT IAJId BBIABJIICHHUA HOBBIX
KepTB, oOecrieunBaeT ONAarONpHUATHBIE YCIOBUS IS PACHPOCTPAHEHUS BPEAOHOCHBIX IPOTPAMM.
[Tonp30BaTenb 3apa)kEHHOTO KOMIBIOTEpA, caM TOTO HE IMOJ03PEBasi, PacChUIAET 3apa)KCHHbIE MUChMa
azpecaram, KOTOpPBIC B CBOIO OYepe/b OTIPABIISIOT HOBBIC 3apakKeHHbIE MHChMa U T.1. Hepenku ciyuaw,



KOT/Ia 3apaKeHHBI (alI-TOKyMEHT 10 MPHYMHE HEJOCMOTpa TOMagaeT B CIUCKH PACCHUIKH
KOMMepYeCKol HH(POpMAIMK KaKOW-TN00 KPYIMHOM KOMIaHWU. B 3TOM ciydae cTpagaroT HE TATh, a
COTHU WJIU JJAXK€ THICSYM aOOHEHTOB TAKUX PACCHUIOK, KOTOPHIE 3aT€M Pa3OILIIOT 3apaKeHHbIC (Paiiiibl
JecsITKaM ThIcAyaM CBOMX aOOHEHTOB. [loMHMO yrpo3sl NPOHMKHOBEHHSI BPEIOHOCHBIX MPOrpaMMm
CYHIECTBYIOT MpoOJieMa BHEUTHEH HEXeNnaTelbHOM MOUYThl pEeKIIaMHOr0 XapakTtepa (cmama). He saBissich
HMCTOYHUKOM MPSIMOM Yrpo3bl, HEXKeJaTelbHas KOPPECIIOHICHIINS YBEIMYMBACT HArpy3Ky Ha IOYTOBBIC
cepBepa, CO3/1aeT JMOMOTHUTEIbHBINM TpaduK, 3aCOpSIeT MOYTOBBIN SIIUK IOJIB30BATENs, BEACT K MOTEpe
paboyero BpeMeHU U TeM CaMbIM HAaHOCHUT 3HAYUTENIbHBIN (PUHAHCOBBIN YPOH.

Takke BaXHO OTMCTUTL, YTO 3JIOYMBIIUJICHHUKH CTaJIM HCIIOJIB30BATH TAaK HA3BIBACMbBIC CIIaMCPCKUC
TEXHOJIOTUM MacCOBOTO PACIHPOCTPAHEHUS W METOIbl COIHAIbHOTO HHXKUHUPHHTA, YTOOBI 3aCTaBHUTh
MOJIb30BATENSL OTKPBITh MHUCHMO, IEPEUTH MO CChUIKE U3 MUCbMA HAa HEKH MHTEPHET-pecypc W T.n. U3
3TOrO CJEIYeT, YTO BO3MOXXHOCTH (UIbTPAIMU CllaMa BaKHbl HE TOJILKO caMH 1O cede, HO U JyId
MPOTHBOJICHCTBUS HEKOTOPHIM HOBBIM BHJIaM MHTEPHETMOILICHHUYECTBA (Hanmpumep, GUIINHTY), a TAaKKe
pacnpoCTpaHEHUIO BPETOHOCHBIX MTPOrPAMM.

CbemMHbIE HOCUTEIH HHPOPMALMHU

CbeMHBIC HOCHTETH — JUCKH, (JICII-KapThl — IIHPOKO HCIOJNB3YIOTCA I XPaHEHUS W TepeIaqd
nHpopMaIuu.

[Ipu 3anmycke (aitna, coaepkaiiero BpeAOHOCHBIM KO/, CO Ch€MHOTO HOCUTENSI Bbl MOXKETE MOBPEIUTH
JaHHBIC, XPAHAILIUECS Ha BallleM KOMIBIOTEpE, a TaKXkKe pPaclpOCTPaHUTh BHUPYC HA APYTrUe IUCKU
KOMIThIOTEpA WJIM KOMIIBIOTEPHI CETH.

Buas! yrpos.

Yepsu (Worms)

JlaHHas KaTeropusi BpeJOHOCHBIX IPOrpaMM Ul paclipOCTPAHEHUs UCIOJIb3YET B OCHOBHOM YS3BUMOCTH
OlepaloHHbIX cucTeM. Ha3BaHue »3Toro kiacca ObUIO JJAHO HCXOJS M3 CIIOCOOHOCTH 4epBei
"mepenon3aTh”’ C KOMIbIOTEpAa HA KOMIIBIOTEpP, MCIIOJB3Ys CETH, SJIEKTPOHHYIO IIOYTY U JApYyrue
nH(pOpMallMOHHbIE KaHabl. Takxe Ojarojgaps 3TOMY MHOTHME uYepBH 00Jalal0T JIOCTATOYHO BBICOKOU
CKOPOCTBIO paclpocTpaHeHHs. YepBH MPOHUKAIOT HA KOMIIBIOTEP, BBIUMCIISIFOT CETEBBIE aapeca APYrux
KOMIIBIOTEPOB M pacchUIaloT MO AITHM ajpecaM CcBoM Komuu. [loMHMO ceTeBbIX aJpecoB 4YacTo
UCIOJIB3YIOTCS JaHHBIE aJpPECHOM KHUIM TOYTOBBIX KIMEHTOB. llpencraBurenu »sToro kmacca
BPEJOHOCHBIX IIPOrpaMM HMHOTJA CO3JaroT padoure Qailiibl Ha JUCKaX CHUCTEMbI, HO MOTYT BOOOIE He
o0paliarecs K pecypcaM KoOMIbloTepa (3a UCKJIIOUEHUEM OIePaTUBHON MaMsTH).

Bupyecs! (Viruses)

[IporpamMmbl, KOTOpBIE 3apa’karoOT APYTUe MPOTrPaMMBbl — JOOABISAIOT B HUX CBOM KOJ, YTOOBI MONYYUTh
yIpaBlIeHUE MIPH 3aIlyCKe 3apaXe€HHBIX (PaiaoB. ITO MPOCTOE ONPEEICHHUE 1aeT BO3MOXHOCTh BBISBUTD
OCHOBHOE€ JICHICTBUE, BBIIIOJIHAEMOE BUPYCOM — 3APadiceHue.

TposHckue nporpammel (Trojans)

IIporpaMMbl, KOTOpBIE BBIIOJHAKOT Ha MOPaXacMbIX KOMIIBIOTEPAX  HECAHKIIMOHUPOBAHHBIE
M0JIb30BATEIEM JECUCTBUSA, T.€. B 3aBUCUMOCTU OT KaKHX-THOO yCIOBHM YHHYTOXKAOT MH(MOpMaLUIO Ha
JMCKax, MPUBOIAT CHCTEMY K "3aBUCaHMIO", BOPYIOT KOH(QHUACHIHATbHYIO HH(pOpMAIMIO U T.A. JlaHHBIH
KJIACC BPEIOHOCHBIX MPOTrpamMM He SBJISETCS BUPYCOM B TPAIUIIMOHHOM MOHMMAaHUU 3TOTO TepMUHA (T.€.
HE 3apa)kaeT Jpyrue MporpaMMbl UM JaHHBIE); TPOSHCKUE MPOTrpaMMbl HE CIIOCOOHBI CaMOCTOSATEIBHO
MIPOHUKATh HA KOMIIBIOTEPbl M PACHPOCTPAHSIOTCS 3JIOYMBIILICHHUKAaMU TMOJ BHUIOM ''moJyie3HOro"
nporpaMMHOro otecneueHus. [Ipu 3ToM Bped, HAaHOCHUMBI MMH, MOXKET BO MHOIO pa3 IpPEBBIIIATH
IIOTEPH OT TPAJAULIIMOHHON BUPYCHOM aTaKH.

B mocnennee BpeMsi Hambolsiee pacHpOCTPAaHEHHBIMU THIIAMU BPEJOHOCHBIX IPOrpamMM, MOPTAIIUMHU
KOMITBIOTEpPHBIE JTaHHBIE, CTANIM YepBU. Jlanee mo pacnpoCTPaHEHHOCTH CIIEIYIOT BUPYCHI U TPOSHCKHE
nporpamMmbl. HekoTopbie BpeJOHOCHBIE TPOrpaMMbl COBMELIAIOT B ce0€ XapaKTEPUCTUKU JBYX HIIU JaxKe
TpeX U3 MEePEUNCIICHHBIX BbIIIE KJIACCOB.

[IporpamMMmel-peknambl (Adware)

IIporpammMHBIi K01, 06€3 BelOMa IOJIb30BATeNsl BKIIOYEHHBIM B IMPOrpaMMHOE OOECHEUEHHUE C LIEIIbI0
JEMOHCTPALMU PEKJIAMHBIX 00bsABICHUNA. Kak mpaBuiio, mporpaMMbl-peKiIaMbl BCTPOEHBI B TPOrpaMMHOE
obecrieueHre, pacrpocTpaHsromnieecss OecriaTHo. Peknama pacrosnaraercss B padodem uHTepderice.
3ayacTyro JaHHBIE IPOrPaMMBbI TAK)Ke COOMPAIOT U MEPENPABISAIOT CBOEMY pa3padOTUUKY NEPCOHATBHYIO
MHGOPMALIMIO O TOJIb30BaTeNe, U3MEHSIOT pa3jInyHble apaMeTpsl Opay3epa (CTapTOBBIE U ITOMCKOBBIE




CTpaHUIIbI, yPOBHU 0€30MIaCHOCTHU U T.J.), a TAKXKE CO3/IaI0T HEKOHTPOIUPYEMBIH TOJIB30BaTEIeM TPaUK.
Bce 3T0 MOXeT mpuBecTH Kak K HApYIICHUIO MOJUTHKHA O€30MacHOCTH, TaK U K MPSIMBIM (DMHAHCOBBIM
MOTEPsIM.

IIporpaMMBI-IIIHOHEI (Spyware)

[TporpamMmMHOe obOecriedeHne, Mo3BOJISIONIee COOUPATh CBEACHUS 00 OTAEIHHO B3STOM I0JI30BATENIC WIIH
opranuzanuu 6e3 ux Benroma. O HAIMYMU MPOTPAMM-IIIITMOHOB HA CBOEM KOMIIBIOTEPE BBl MOXKETE U HE
noraipBaThCs. Kak mpaBmiio, eabio MporpaMM-IIIIMTHOHOB SIBIISICTCS

. OTCJIE)KMBAHUE JACHCTBUI NOJIB30BATENS HA KOMIIBIOTEPE;

. cOop MHpOpPMAIUK O COJEP)KAHMH KECTKOIO JHUCKA; B ATOM CIIy4aeT dYalle BCEro pedyb HJET O
CKaHUPOBAHUM HEKOTOPBIX KATaJIOTOB W CHCTEMHOTO peecTpa C IeNbI0 COCTABJIICHUS CITUCKA
MIPOTPaMMHOTO 00€CTICUCHHUsI, YCTAHOBJICHHOTO Ha KOMIIBLIOTEPE;

. cbop uH(popManHK 0 KAYeCTBE CBS3H, CIIOCOOE MOIKITIOYCHHSI, CKOPOCTH MOJIEMA U T.JI.
IloTeHuuansHO onacHble npunoxkenns (Riskware)

[TporpamMmmMHOe obecrieueHue, KOTOPOEe HE MMEET KaKOH-THOO BPEAOHOCHON (PYHKIIMH, HO MOXET OBITh
WCIIOIB30BaHO 3JIOYMBINIUICHHUKAMH B KA4eCTBE BCIIOMOTATEIbHBIX KOMIIOHEHTOB BPEIOHOCHOMN
MIPOrPaMMBI, TMOCKOJIBKY COJCPKUT Opemr W ommOKu. [IpH HEKOTOPHIX YCIOBUSX HATUYHE TAKUX
IporpaMM Ha KOMIIbIOTEpE IMOJABEpraeT BallM JaHHble pucky. K TakuMm mnporpamMmaMm OTHOCSTCS,
HalpuMep, HEKOTOPbIE YTWUJIMTHl YIAJICHHOTO aJIMHUHHCTPUPOBAHUS, MPOTPAMMBI aBTOMATHYECKOTO
nepexioueHus packianku kinaBuatrypbl, IRC-kmuentsr, FTPcepBepa, BceBO3MOXKHBIC YTUIUTHI IS
OCTaHOBKH ITPOIIECCOB UM CKPBITHS X PaOOTHI.

Emte omHUM BHIOM BPEIOHOCHBIX IMPOTPAMM, SBIISFOITUMCS TIOTPAHUYHBIM JJISI TAKUX IPOTPAMM Kak
Adware, Spyware u Riskware, SIBISIOTCSI TpOrpaMMBbl, BCTPaWBAaIOLINECs B yCTAaHOBJICHHBIN Ha
KOMIIbIOTEpE Opay3ep U IepeHanpasistonue Tpapuk.

[Iporpammel-yTku (Jokes)

[IporpamMMHOe oOecriedueHre, HE TPUUYUHSIONICE KOMITBIOTEPY KaKOTro-TuOO0 TpPSMOTro Bpeaa, HO
BBIBOJIAIIEE COOOIICHHS O TOM, YTO TaKOW Bpell yKe MPUYHHEH, 100 OyIeT MpUYMHEH MPH KaKUXJINOo
ycioBusx. Takue mporpamMmbl 4acTO MPEAYNPEKIAIOT TOJIB30BATENSI O HECYMISCTBYIOIICH OMacHOCTH,
HampuMep, BBIBOJIAT COOOIICHUS O (OpMATHPOBAHUH JAUCKA (XOTS HUKAKOTO (JOpMATHPOBAHUS HA CAMOM
Jielie He POUCXO/AUT), OOHAPYKUBAIOT BUPYCHI B HE3apAKEHHBIX (ailiax u T. 1.
[Iporpammel-MackupoBIKKkH (Rootkit)

YTUIHATEI, UCIOJIb3yeMbIC JUISI COKPBITHS BPEAOHOCHOW aKTHBHOCTH. OHHM MAaCKHPYIOT BpPEIOHOCHBIC
MpOrpaMMBbl, 4YTOOBI U30€XaThb WX OOHApPY)KEHUS AaHTUBHUPYCHBIMU mporpammamu. IIporpamMmer-
MAaCKHPOBIIUKH MOJUDUIUPYIOT ONMEPANMOHHYIO CUCTEMY Ha KOMITBIOTEPE M 3aMEHSATh OCHOBHBIC €¢
(GyHKIIUM, 4YTOOBI CKPBITH CBOE COOCTBEHHOE MPHUCYTCTBUE W JEHCTBHS, KOTOPHIE NpPEANPUHUMAET
3JIOYMBINIJICHHUK HA 3apaKCHHOM KOMITBIOTEPE.

[Ipoune onacHbBIE IPOTPAMMBI

[IporpamMmebl, co3fgaHHBIE I OpraHm3anmuu DoS-arak Ha ymaJleHHBIE CcepBepa, B3JoMa JIPYTHX
KOMITBIOTEPOB, a TaKXkKe SBISIONIUMECS 4YacThl0 cpeabl pa3paboTKH BPEAOHOCHOTO MPOTPaAaMMHOIO
obOecneuennsa. K Takum mnporpammam otHocsTcs xakepckue ytuiantbl (Hack Tools), koHCTpykTOpBI
BHUPYCOB, CKaHEPHI YSI3BUMOCTEH, MPOrpaMMBbl JJIs B3JI0Ma MapoJieid, MpoYue BUABI TPOrpaMM Il B3JIOMa
CETEBBIX PECYPCOB HIIM IPOHUKHOBEHUS B aTAKyEMYIO CHCTEMY.

XakepcKue aTaku

XakepcKkue aTaku — 3TO JACHCTBHS 3JIOYMBIIIICHHUKOB WA BPEJIOHOCHBIX MTPOrpaMM, HalpaBJICHHBIC Ha
3axBaT WH(OPMAIMOHHBIX JAHHBIX YAAJEHHOTO KOMIIBIOTEpPA, BBIBEJACHHE CHUCTEMBI M3 CTPOS WIH
MOJTyYEHHUE TIOJTHOTO KOHTPOJIS HAJl pecypcaMy KOMITBIOTEpa.

HexoTopble BUAbI MHTEPHET-MOIICHHUYECTBA

@umuar (Phishing) — BUI WHTEPHET-MONIEHHUYECTBA, 3aKIIOYAIOIIMICS B PACCHUIKE SJEKTPOHHBIX
COOOIIIEHUH C LENbI0 KPaKu KOHPHUACHIIMATHHONH HHPOPMAINH, KaK MPaBUiIo, GUHAHCOBOTO XapakTepa.
OUMUHT-COOOIEHNS  COCTaBISAIOTCS  TakKUM  00pa3oM, dYTOOBI MaKCHMalbHO TOXOIUTh  Ha
nH(OpMAIMOHHBIE TUChMA OT OAHKOBCKUX CTPYKTYp, KOMIIAHHUA U3BECTHRIX OpeHaoB. [Incbma copepxar
CCBUIKY Ha 3aBEJ0MO JIOKHBIM CalT, CIEUAIBLHO MOJATOTOBIECHHBIN 3JI0YMBIIIJIEHHUKAMH U SBJISIOIINIACS
KONMel caidTa OpraHM3alud, OT SKOObl MMEHHM KOTOpOW MpHIUIO mnuchkMo. Ha nanHOM caiite
MOJIB30BATEI0 TPEAJIaraeTcsi BBECTH, HAMpPUMEP, HOMEP CBOEW KPEAUTHOM KapThl U JIPYrylo
KoH(UaeHIManbHyI0 WHGopManuoo. J{03BOH Ha IUIATHBIE WHTEPHET-PECYpPCHl — BHUJI HWHTEPHET-
MOIICHHUYECTBA, CBA3AHHBIA C HECAHKIIMOHUPOBAHHBIM MCITOJIb30BAaHUEM IIJIATHBIX MHTEPHET-PECYPCOB




(vame Bcero 3To BeOCAWUTHI MOPHOTPA(UUECKOTO COACPIKAaHUS). YCTaHOBJICHHBIE 3JI0YMBIIUICHHUKAMHU
nporpammsbl (dialers) HHUIUUPYIOT MOJEMHOE COCIMHEHUE C BaIller0 KOMIThIOTEpA Ha IJIATHBIM HOMEP.
Yame Bcero MCHoib3yeMble HOMEpa HMMEIOT OYeHb BBICOKHME Tapu(bl, B pe3yibTaTe IOJIb30BaTeNb
BBIHY)K/ICH OTNIAYMBATh OTPOMHBIC TeJIe()OHHBIC CYETa.

HagsizunBast pexsiamMa — 3TO BCIUIBIBAIOIINE OKHA M peKJIaMHble OaHHEPHI, OTKPHIBAIOIIUECS TPH PabOTE C
BeO-caiitamu. Kak mpaBwiio, nHpopmanus, copepkaniascs B HUX, He ObIBacT moJjie3Hou. JleMoHcTparus
BCIUTBIBAIOIIMX OKOH M OAaHHEPOB OTBJIEKAET IOJH30BATENS OT OCHOBHBIX 3ajau, YBEIMYMBAECT 0OBEM
Tpaduka.

CnaM — 3TO aHOHMMHAsi MaccoBasl PacChbUIKa HEXKENATENbHBIX MOYTOBBIX cooOmeHuid. Tak, cmamom
SIBIISTFOTCSI PACCBUIKH PEKJIAMHOTO, TIOJMTUYECKOTO U aruTaIllMOHHOTO XapakTepa, IMMChMa, MPU3bIBAIOIINE
OMOYb KOMY-HHOyIb. OTIENbHYIO KaTeTOPHIO CIlaMa COCTAaBIAIOT IUChbMa C MPEJIOKCHUSIMHU
OOHAMYUTH OOJIBIIYI0 CyMMY JI€HET HMJIM BOBJICKAIONIUE B (DMHAHCOBBIC NMUPAMUIBI, & TAKKE MMHUChMA,
HampaBJICHHBIE HA KpPaXy Mapojiell W HOMEpPOB KPEIUTHBIX KapT, MHCbMa C IMPOCHOOW TmepeciaTh
3HAaKOMBIM (HampuMep, MIUCbMa cUacThsi) U T. 1. CriaM CYIIeCTBEHHO YBEIMYMBACT HArPY3Ky Ha MIOYTOBBIC
cepBepa U MOBBIIIAET PUCK OTEPU HHPOPMALINH, BAXXHOH JIJIsI TOJIB30BATEIIS.

IIpu3Haku 3apaxeHust

EcTh psan mpu3HAKOB, CBHUIETENLCTBYIONIMX O 3apaXCHUHM KOMIbiOTepa. Ecimu Bbl 3ameuaeTe, yTo C
KOMITBIOTEPOM MPOUCXOJAT "CTpaHHbIE" BEIU, @ UMEHHO:

J Ha HSKpaH BBIBOJATCS HEMPEAYCMOTPEHHBIE COOOIIEHHS, M300pakeHUs OO BOCIIPOU3BOAATCS
HEMpPeyCMOTPEHHBIE 3BYKOBBIE CUTHAIIBI,

. HEOXXHUJIaHHO OTKpBIBaeTCs U 3aKkpbiBaeTcs J0Tok CD/DVD-ROM-yctpoiicTsa;

. MIPOU3BOJILHO, O€3 BaIIeTo y4acTusl, Ha BallleM KOMIIBIOTEPE 3aIyCKAIOTCsl KaKUe-IN00 MPOrpaMMBbl;
J Ha 3KpaH BBIBOASATCS NPEAYNPEKICHUS O MOMNBITKE KaKOH-INOO0 U3 MPOrpaMM Balllero KOMIbIOTEPA
BBIITH B MHTEPHET, XOTs Bbl HUKAK HE WHUIMUPOBAIM TaKOE €€ MOBEJEHHUE, TO, C OOJIBIION CTENEHBIO
BEPOSATHOCTH, MO>KHO MPEINOI0KUTE, UTO Balll KOMIBIOTEDP MOPAXKEH BUPYCOM.

Kpowme Toro, ectb HEKOTOpBIE XapaKTEepHbIE MPU3HAKU OPAKEHUSI BUPYCOM Uepe3 MOoUTY:

o Jpy3bs WM 3HAKOMBIE TOBOPAT BaM O COOOIICHHSIX OT Bac, KOTOPBIE BbI HE OTIPABIISIIN;
. B BallleM MTOYTOBOM SIIMKE HAXOJIUTCSA OOJBIIIOE KOJUYECTBO COOOIIEHU 6€3 00paTHOTO ajpeca
3aroJjoBKa.

Crnenyer OTMETHUTD, YTO HE BCETJA TAKUE NIPU3HAKH BBI3BIBAIOTCS IPUCYTCTBUEM BUpYycOB. lHOrna oHn
MOTYT OBIThH CJE€ICTBUEM APYrux npuduH. Hampumep, B ciyyae ¢ mouToil 3apakeHHbIe COOOIIEHUS MOTYT
pacchlIaThCs € BalllUM OOpaTHBIM aJJpecoM, HO HE C Balllero KOMIIBIOTEpa.

EcTp Takxe KOCBEHHBIE IPU3HAKU 3apaXKEHUS BAILIEr0 KOMIIbIOTEpA:

o qacThle 3aBUCAHUS U cOOM B paboTe KOMITbIOTEPA;

o MeJIeHHasi paboTa KOMIBIOTEpa MPH 3aMyCKe MPOTrpaMM;

J HEBO3MOXKHOCTbH 3arpy3Kd OTIEPAITMOHHON CHCTEMBI,

o rcye3HOBeHHE (DANIOB U KaTaJOrOB WU UCKAKEHUE UX CONEPKUMOTO;

o gacToe o0pamnieHne K )KeCTKOMY TUCKY (4acTO MUTAET JIAMITOYKa Ha CHCTEMHOM OJIOKe);

. BeO-Opaysep (Hampumep, Microsoft Internet Explorer) "3aBucaer" wnm BemeT ceOsi HEOXKUIAHHBIM

oOpazoM (HampuMmep, OKHO MPOTpaMMbl HEBO3MOXKHO 3aKkpbiTh). B 90% cnydaeB Halmume KOCBEHHBIX
CUMIITOMOB BbI3BaHO COOEM B almapaTHOM WM IPOrPaMMHOM 00€CIIEUEHHH.

Yro geaTh NpH HAJTUYHMHU NPU3HAKOB 3apaKeHHs

Ecnm BB 3ameTnim, 94TO BaIll KOMIBIOTED "BeAET ceOs MOJ03PUTEIIBHO"

. OTKIIIOYUTE KOMIBIOTEP OT MHTEPHETA U JIOKAIBHOW CETH, €CITM OH K Hel ObLT MOKIIOUEH.

. Ecnn cuMnTom 3apa’keHusi COCTOMT B TOM, YTO BBl HE MOXKETE 3arpy3UThCS C XKECTKOIO JUCKa
KOMITbIOTE€pa (KOMITBIOTEp BBbIJAET OLIMOKY, KOTJa BBl €ro BKIIOYAETE), MONMPOOYHTE 3arpy3uThCs B
peXuMe 3al|Thl OT c0OeB WM C Jucka aBapuilHOW 3arpy3ku Microsoft Windows, KOTOpBIH BB
CO3JIaBaJIU IPU YCTAHOBKE ONEPALMOHHON CUCTEMBI HA KOMIIBIOTED.

. [Ipexne yeM mpeanpuUHUMATh KaKue-IMOO JEHCTBHS, COXpaHUTE pe3ysbTaThl Balleld paboThl Ha
BHEIIHUH HocuTeNb (auckery, CD-nuck, duenr-kapTy u mp.).

o VY cTaHOBHUTE aHTUBUPYCHYIO IPOTPaMMY, €CJIN Bbl 3TOTO €IlIe HE CAETIalu.



J OOHOBHUTE CUTHATYpPY Yrpo3 mporpammbl. ECM 3TO BO3MOXHO, Ui UX TIOTYYCHHsS BBIXOJIUTE B
MHTEPHET HE CO CBOETO KOMIIbIOTEpAa, a C HE3apaXCHHOTO KOMIIbIOTEpa Apy3ei, mHTepHeT-kade, C
paboTsl. Jlyurie BOCIIONb30BaThC APYTUM KOMIBIOTEPOM, OCKOJIBKY MPH MOJIKIIOUYEHUU K HHTEPHETY C
3apaKEHHOTO  KOMIIBIOTEpPA €CTh  BEpPOATHOCTh  OTIPABKHM  BHPYCOM  BAXXHOW  MHGPOpPMALUHU
3JI0YMBIIUICHHUKAM MJIM PAaclpOCTpaHeHHs] BHpyca IO ajapecaMm Balled aapecHo KHHUTU. HmeHHO
[I03TOMY IIPH [10I03PEHUH Ha 3apa)KEHHE JIyYIlle BCEro Cpa3y OTKIIOUYUTHCS OT UHTEPHETA.

J 3amycTuTe MOJHYI0 IPOBEPKY KOMITbIOTEpa

IMpoduaakTrka 3apaxeHust

Huxakue cambie HAaACKHBIC W PA3yMHBIC MCPblI HC CMOI'YT OGQCHG‘-II/ITL CTOIIPOUCHTHYIO 3alIUTy OT
KOMITBIOTEPHBIX BHPYCOB M TPOSHCKHUX MPOTrpaMM, HO, BbIpaOOTaB Juisi ceOs psijag MpaBWil, BbI
CYUIECTBEHHO CHU3UTE BEPOATHOCTh BUPYCHOW aTakd U CTENEHb BO3MOXKHOro ymiepba. OngHuMm u3
OCHOBHBIX METOJIOB OOpBOBI C BHpYyCaMH SBISETCS CBOEBpeMEHHas mNpodminaktuka. KommbroTepHas
npouiakTUKa COCTOUT U3 HEOOJBIIOr0 KOJMYECTBA IMpaBW, COOIIOJEHHE KOTOPBIX 3HAYUTEIHHO
CHMXXACT BEPOATHOCTD 3apa’KCHUSA BUPYCOM U ITIOTCPHU KaKI/IX-HI/I6O JaHHBIX.

Huxe mnepeuncieHbl OCHOBHBIE MpaBuiia O€30MAaCHOCTH, BBIIOJIHEHHE KOTOPBIX IO3BOJIMUT H30€rarhb
BUPYCHBIX aTak.

[IpaBmio Nel: 3amuTHTE KOMIOBIOTEP C MOMOIIBI0 AHTHUBHUPYCHBIX MPOrpaMM M Iporpamm Oe3omacHoOu
pabotsl B uHTepHETE. J{71s1 9TOTO:

J be3otnararensHO yCTaHOBUTE aHTHBHPYCHYIO ITPOTPaMMYy.

° PerynspHo oOHOBIISIATE CUTHATYPHI YIPO3, BXOISIINE B COCTAB MPOTPAMMBI.

[paBuio Ne2: OyapTe OCTOPOKHBI ITPH 3aITMCH HOBBIX JAHHBIX HA KOMITBIOTEP:

J [IpoBepsiiTe Ha NPUCYTCTBUE BUPYCOB BCE ChEMHbIE TUCKHU (auckeTbl, CD-nucku, Qiuem-kapTel U
p.) Iepe UX UCIOIb30BaHUEM.

J OcTtopoxHO oOOpamaiTech ¢ TOYTOBBIMH cooOmieHusMu. He 3amyckaiite HHUKakux (haiiios,

MPUILEIMINUX [0 [OYTE, €CIM Bbl HE YBEPEHbI, YTO OHU JECWCTBUTEIBHO JIOJKHBI ObUIM IPUNUTU K BaM,
Jla’ke ecIM OHM OTIIPaBJICHb! BAIIUMU 3HAKOMBIMH.

. BHumarenbHO OoTHOCHTECH K MH(pOpMaluy, NMoidy4yaeMol U3 nHTepHera. Eciu ¢ kakoro-inbo Beo-
caiiTa BaM Mpeajaraercsd yCTaHOBUTh HOBYIO IpOrpaMMy, oOpaTWTe BHUMaHHE Ha HaJlU4yue y Hee
cepTudukara 6€30MacHOCTH.

J Ecnu Bbl Kkomupyere W3 MHTEpHETAa WM JIOKAJbHOW CETH HCHOJHSAEMbIN (aii, 00s3aTenbHO
MIPOBEPHTE €T0 C MOMOUIbI0 AHTUBUPYCHON IPOTPAMMBI.
o BHumatenbHO OTHOCHTECHh K BBIOOPY MOCEIIaeMBbIX BaMU HMHTEpHET-pecypcoB. HekoTopblie u3

CallTOB 3apakeHbI ONTACHBIMU CKPUIIT-BUPYCAMH WJIM UHTEPHET-UEPBSIMHU.

IIpaBuno Ne3: monb3yiiteck cepBucoM Windows Update u peryiasipHO ycTaHaBIMBalWTE OOHOBIIEHUS
ornepaioHHoil cucreMsl Microsoft Windows.

[paBuio Ned4: nokynaiiTe AUCTPUOYTHUBHBIE KOMHM IPOrPAaMMHOrO oOOecreueHuss y OQUIUaIbHBIX
IIPOJABLOB.

[IpaBmsio NeS: orpaHnybTe KpYyT JIOAEH, JOMYIIEHHBIX K pab0oTe Ha BallleM KOMIIbIOTEPE.

IIpaBmiio Ne6: yMEHBIINTE PUCK HENPUATHBIX MOCIEACTBUM BO3MOXKHOIO 3apaKEHHUS:

. CBOEBPEMEHHO JIeNaiTe pe3epBHOE KOMMMPOBAHNUE JAHHBIX.

. Co3pmaiiTe TUCK aBapUlHOIO BOCCTAHOBIJIEHHS, C KOTOPOTO IMpPH HEOOXOAWMOCTH MOXHO OyneT
3arpy3UThCs, UCTIOJIb3Ys "YUCTYIO" ONEPALIMOHHYIO CUCTEMY.

[IpaBuno Ne 7: peryisspHO mpocMaTpUBanTe CIMCOK YCTAaHOBJIEHHBIX IIPOrPAMM Ha BalleM KOMIIBIOTEpE.
Jist 3TOro BBl MOXKETE BOCIOJB30BAThCA IYHKTOM YCTaHOBKa/ynaneHue mporpamm B Ilanenu
MHCTPYMEHTOB MJIM MPOCTO MPOCMOTPETH coziepkumoe kaTtanora Program Files, kaTtanora aBTo3arpysku.
OCHOBHBIE AaHTUBHPYCHBIE IPOTPAMMBI:

Norton Antivirus

Dr. Web

Kaspersky Antivirus

NOD 32

Mc Afee

Panda Antivirus

oakrwnE
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